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Singapore Cybersecurity Landscape

Source: https://www.csa.gov.sg/news/publications/singapore-cyber-landscape-2019
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Challenges of Small Organisations

Limited Budget to invest 

in Cyber Solution

Security and Data Risk 

Management
Partial Remote 
Working

Start adopting Public 

Cloud Services

Unfamiliar in Cyber 

Knowledge and 

Management
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Cyber Risks

1. Insecure Network Access
2. Increase in Vulnerabilities

1. Unknown data breaches
2. Limited threat detection 

1. Budget Constraints 
2. Lack of cyber security resources

Trustwave 
Approach

Protecting Small Medium Businesses Protecting Data Improving Productivity and Cost 
Efficiency
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Cybersecurity Hygiene

• Educate your staff

• Install Endpoint Protection software

• Use Network Firewalls

• Backup your data

• Control access to your systems

• Set strong passwords

• Use Multi-Factor Authentication

• Secure your Wi-Fi router

• Keep your software and systems fully up to date



Endpoint Protection
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Why do you need Endpoint Protection?

• Acts as a security gatekeeper which protects your computer network 

from viruses

• Detection of malicious software from specific files, folders, or even a 

flash drive

• Erasing malicious codes and software

• Confirming the health of your computer and other devices

Ensure that automatic updates are enabled for the antivirus software, 

and perform a full scan of the machine in your network regularly
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ApexOne and Worry Free

For Companies < 51 users

Worry-FreeApex One
Minimum 51 users

• An all-in-one lightweight agent through software as a service (SaaS)
• Pre-execution and runtime machine learning
• More accurate detection of advanced malware, such as fileless living off the land, and ransomware threats
• Effective protection against scripts, injection, ransomware, memory, and browser attacks through innovative 

behavior analysis
• Enhanced application control against malicious software to prevent unknown and unwanted applications 

from executing on your corporate endpoints
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Endpoint ApexOne vs Worry Free

Trend Micro Apex One Trend Micro Worry Free

Platforms Microsoft® Windows®, PCs, and servers, 
Mac computers

Microsoft® Windows®, PCs, and servers, 
Mac computers, mobile devices

High-fidelity machine learning (pre-execution and 
runtime)

Y Y

Behavioral analysis (against scripts, injection, ransomware, 
memory and browser attacks)

Y Y

File reputation Y Y

Variant protection Y Y

Census check Y Y

Web reputation Y Y

Command and control (C&C) blocking Y Y

Data Loss Prevention Y Y

Device control Y Y

Good file check Y Y

Exploit prevention (host firewall, exploit protection) Y N

Vulnerability Protection Y N

Endpoint Encryption Additional agent and hardware required Partial



Endpoint Protection Demo
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APEX ONE
Detect and block malicious activity from trusted software (Powershell)
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Worry Free – Behavior Monitoring (Ransomware)
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Worry Free
Detect and block malicious activity from trusted software (Powershell)



Network Firewalls
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Why do you need Network Firewalls?

• Firewalls are a first line of defense in network security by preventing unauthorized users from 

accessing your websites, mail servers, and other sources of information that can be accessed 

from the web.

• Detect and block threats before they reach network devices.

• Allow, deny, or restrict access to applications (Facebook, Amazon etc.)

• Protect your organization by blocking access to malicious, hacked, or inappropriate websites-

letting you easily see and control what websites your users are visiting
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UTM Firewall Coverage

Fortiguard Service Unified Protection (UTM)

FortiCare + Application Control
Protects your organization better by blocking or restricting access 
to risky applications

24x7

Advanced Malware Protection
Includes Antivirus, FortiSandbox Cloud, Mobile, Botnet, Virus 
Outbreak Protection Service, Content Disarm & Reconstruction

✔

Intrusion Prevention Service (IPS)
Protects against network intrusions by detecting and blocking 
threats before they reach network devices

✔

Web Filtering
Improves security by blocking access to malicious and risky 
websites

✔

Anti-Spam ✔



Network Firewalls Demo
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Content Filtering
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Content Filtering
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Application Detection
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Device Detection
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Single View/Management



Packages & Pricing
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NCSS Tech-and-Go Pricing Packages 

Package 1 Package 2 Package 3 Package 4 Package 5
Product Description FG-60E inclusive of 1 Year 

Unified (UTM) Protection
FG-80E inclusive of 1 Year 
Unified (UTM) Protection

FG-100E inclusive of 1 Year 
Unified (UTM) Protection

FG-200E inclusive of 1 Year 
Unified (UTM) Protection

FG-400E inclusive of 1 Year 
Unified (UTM) Protection

Threat Protection (Ent. Mix) 180 Mbps 250 Mbps 250 Mbps 1.2 Gbps 5 Gbps

Concurrent SSL VPN Users 200 200 500 500 5, 000

Recommended No. of Users 10 - 25 25 - 80 40 - 150 100 - 200 200 - 500
Specifications: FortiCare + Application Control

Advanced Malware Protection (Antivirus, FortiSandbox Cloud, Mobile, Botnet, VOS, CDR)
IPS

Web Filtering
Anti-Spam

BEFORE SUBSIDY $2,291.83 $3,057.43 $5,244.86 $8,806.88 $15,189.37
AFTER 80% 

SUBSIDY $458.37 $611.49 $1,048.97 $1,761.38 $3,037.87

Package 1 Package 2 Package 3 Package 4 Package 5
Product Description Trend Micro Worry Free 

Protection - 10 Licenses
Trend Micro Worry Free 
Protection - 25 Licenses

Trend Micro Apex One - 51 
Licenses

Trend Micro Apex One - 100 
Licenses

Trend Micro Apex One - 150 
Licenses

TOTAL $623.42 $1,342.89 $3,232.08 $5,883.33 $8.889.06
AFTER 80% 

SUBSIDY $124.68 $268.58 $646.42 $1,176.67 $1,777.81

Unified Threat Management Solutions Packages:

Endpoint Security Packages:
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Add-Ons and Managed Services

Cloud Security

Penetration Testing
Multi Factor 

Authentication

Data Loss Protection

Privileged Access 
Management

Vulnerability Assessment

SIEM

Managed Detection and 
Response

Threat 
Detection/Monitoring/

Response

SD-WAN Security

Database Security

Web/Email Security

Web Application Firewall MANY MORE….



34

Contact Singtel

s-cyberpsg@singtel.com

NCSS members may apply for the Tech-and-GO! grant to support this digital solution. 
For more information, please visit https://go.gov.sg/tng or contact Tech-and-GO@ncss.gov.sg

https://go.gov.sg/tng
mailto:Tech-and-GO@ncss.gov.sg
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Need Advisory?

contactus@letsgetdigital.sg



Disclaimer: This material that follows is a presentation of general background information about Singtel’s activities current at the date of the presentation. The information contained in this document is intended only for use during the presentation and should not be disseminated or distributed to parties outside the presentation. It is 

information given in summary form and does not purport to be complete. It is not to be relied upon as advice to investors or potential investors and does not take into account the investment objectives, financial situation or needs of any particular investor. This material should be considered with professional advice when deciding if an 

investment is appropriate.


